AEA - Brazilian Society of Automotive Engineering - SIMEA 2025

Technological Roadmap of Artificial Intelligence and Connectivity
in Contemporary Automotive Systems

ABSTRACT

This article provides an in-depth explanation of the
key technologies driving innovation in the automotive
sector. It covers topics such as autonomous vehicles,
advanced safety systems, networked electrical architectures,
development of new vehicle technologies, enhanced driving
experiences, predictive maintenance, engine optimization,
and the emerging concept of service-defined vehicles.

The discussion aims to clarify each technology's role,
functionality, and potential impact on both consumers and
manufacturers, providing a broad understanding of how
these advancements can contribute to the future of mobility.

Jointly produced by the AEA Group of Technology
Tendencies and extensively discussed at our commission
gatherings, the work outlines next-generation mobility
focused on performance, safety, and sustainability.

INTRODUCTION

Recent developments in digital connectivity and
artificial intelligence have driven significant advancements
across automotive systems. Modern vehicles are no longer
simple mechanical constructs; they have evolved into
complex systems that integrate advanced software
algorithms, robust sensor networks, real-time data
communication, and analytical processing units.

This paper aims to explain the array of technologies
present in today’s automotive landscape and to provide
examples of how these innovations are being applied in the
field.
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Central to these modern systems is the
implementation of artificial intelligence, which serves as
the backbone for functions such as predictive maintenance
and autonomous navigation. For example, current vehicles
routinely employ machine learning models to process
sensor inputs gathered from high-resolution cameras, radar
units, and LiDAR systems.

In parallel, advancements in digital connectivity are
enabling vehicle-to-vehicle (V2V) and vehicle-to-
infrastructure (V2I) communications through Vehicle-to-
Everything (V2X) protocols. These communication
frameworks facilitate the exchange of operational data,
which can feed traffic management algorithms, hazard
detection systems, and dynamic routing protocols.

Automotive electrical architectures have also become
more sophisticated, featuring networked control units and
embedded systems that support over-the-air (OTA)
software updates. This capability is critical for maintaining
system integrity and ensuring adherence to evolving
performance standards and regulatory requirements.
Regular software updates, such as those for infotainment
and safety modules, underscore the system’s ability to adapt
to new operational parameters without hardware
interventions

Furthermore, the integration of advanced sensor
technologies and control systems has significantly
improved vehicle dynamics and driving experience.
Continuous monitoring of environmental conditions and
driver input facilitates the operation of adaptive control
systems, such as adaptive cruise control and lane-keeping
assistance.

(Allowed reproduction with source mention: AEA — Simpo6sio Internacional de Engenharia Automotiva — SIMEA 2025 — S&o Paulo, Brasil)
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Figure 1. AEA Group of Technology Tendencies Al and Connectivity Roadmap [Author]

This paper provides an overview of these key
technologies as they stand in today’s scenario, offering
examples of their applications — from predictive
maintenance and autonomous navigation to real-time
connectivity and adaptive systems. The subsequent sections
will explore automotive innovations, describe the
technological components in use, and present examples of
these technologies in modern vehicles.

AUTONOMOUS VEHICLES

Autonomous vehicles (AVSs) represent a significant
technological advancement in the automotive industry,
fundamentally redefining vehicle operation through the
integration of sophisticated sensor arrays and artificial
intelligence. Contemporary research demonstrates that the
core of AV functionality lies in the ability to interpret
sensory data accurately and in real time. Modern vehicles
are outfitted with a range of sensors, including LiDAR,
radar, and high-resolution cameras, all designed to capture
detailed data about the vehicle’s surroundings. According
to D. J. Yeong et al. [1], these sensors are critical in
generating a comprehensive environmental map that
advanced algorithms can analyze to detect obstacles and
anticipate potential hazards. This process not only enhances
the vehicle’s situational awareness but also forms the
foundation upon which autonomous navigation is built.

SAE Level 0 SAE Level 1 SAE Level 2 SAE Level 3 SAE Level 4 SAE Level 5

NO DRIVER PARTIAL CONDITIONAL HIGH FULL
AUTOMATION ASSISTANCE AUTOMATION AUTOMATION AUTOMATION AUTOMATION

The human The vehicle ADAS. The The vehicle can The vehicle can The vehicle
driver performs | | features asingle | | vehicle can detect obstacles | | perform all performs all
all driving automated perform steering in the driving aspects of the driving tasks
aspects of system for driver | | and environment and | | dynamic driving | | under all
driving tasks, assistance, such acceleration/dece | | can perform task under conditions and
e.g., steering, as steering or leration. most driving specific scenarios
acceleration, etc. acceleration/dece However, the tasks. Though, SOEnarios. without human

leration and with | | human driver is | | human override | | Geofencing is intervention,

the anticipation required to is still required required. Human

that the human monitor the override is still

driver performs driving an option.

all remaining environment and

aspects of the <an take control

driving tasks. at any time.

[ The human dei

Figure 2. SAE le

nment | The automated system monitors the driving environment

vels of driving automation [1]

A fundamental aspect of AV technology is the
translation of sensory input into effective navigation
decisions. The integration of sensor data and artificial
intelligence enables these vehicles to continuously
determine optimal driving routes and adjust dynamically in
response to changing road conditions. As highlighted by
Malik et al. [2] the deployment of machine learning models
allows autonomous systems to process vast amounts of
real-time data, thereby enabling rapid decision-making that
is indispensable for safe navigation. These navigation
algorithms, presented in the figure 3, consider multiple
factors such as traffic density, pedestrian movement, and
weather-induced road hazards, ensuring that the vehicle’s
operational logic aligns closely with real-world driving
requirements. In this way, the vehicle's response to dynamic
traffic patterns and environmental changes becomes more
reliable, demonstrating a clear advantage over traditional
human-driven systems.
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Figure 3. Decision making approaches in AV [2]

The ultimate goal of autonomous vehicle
development is to achieve operation without human
intervention. By combining robust sensor networks with
intelligent data processing, AVs are increasingly capable of
executing driving tasks independently. Although full
driverless operations remain under development in various
markets, early implementations have shown promising
results. For example, trial deployments have demonstrated
that vehicles equipped with complete sensor suites and
adaptive navigation systems can operate safely and
efficiently in controlled environments (M. Ogunsina et
al)[4]. The promise of fully autonomous vehicles lies not
only in improved safety and efficiency but also in the
potential redefinition of personal and public mobility. This
ongoing evolution suggests that the transition from assisted
to completely autonomous driving is feasible if challenges
related to regulatory frameworks and cybersecurity are
adequately addressed.

In conclusion the integration of advanced sensory
instruments, artificial intelligence, and dynamic navigation
algorithms is critical to the progression of autonomous
vehicles. As industry leaders continue to refine these
technologies, the pursuit of safe, reliable, and completely
driverless operations remains at the forefront of automotive
innovation.

ADVANCED SAFETY SYSTEMS

Advanced safety systems are a cornerstone of modern
automotive innovation, designed to enhance driver and
passenger protection through both proactive and reactive
strategies. At the heart of these systems are Advanced
Driver Assistance Systems (ADAS), which integrate a
range of technologies including adaptive cruise control,
lane-keeping assistance, and automated emergency braking.
ADAS functions by fusing data from multiple sensors, such
as radar, cameras, and ultrasonic devices, to monitor the
vehicle’s environment continuously. This integrated sensor
data enables the system to alert drivers to emerging dangers
and, in critical situations, autonomously initiate corrective
actions to avoid potential collisions. Cicchino [3] notes that
Forward collision warning (FCW) reduced front-to-rear
crash rates 27% and front-to-rear injury crash rates 20%.,

Low-speed autonomous emergency braking (AEB) reduced
front-to-rear crash rates 43% and front-to-rear injury crash
rates 45%, and FCW with AEB reduced front-to-rear-crash
rates 50% and front-to-rear injury crash rates 56% vehicles,
highlighting the value of incorporating sophisticated sensor
networks in everyday driving.

Complementing the core functions of ADAS is the
ability of modern safety systems to detect and react to
hazards in real time. According to Ogunsina [4] Recent
research has shifted focus from merely warning the driver
to enabling rapid automated responses powered by high-
speed decision-making algorithms. These algorithms are
designed to process real-time input from cameras and other
sensing equipment, facilitating immediate responses such as
targeted braking or evasive steering maneuvers. The
evolution of these reactive systems is critical in scenarios
where human response times may be inadequate, thereby
reducing the likelihood of severe collisions.

Another vital component of advanced safety systems
is the development of state-of-the-art vision systems.
Current research emphasizes that high-resolution cameras
and advanced imaging technologies not only capture a
detailed view of the vehicle's surroundings but also enhance
the accuracy of hazard detection when combined with
sensor fusion techniques. Sensor fusion, which merges data
from independent sources to create a comprehensive
understanding of the driving environment, has been shown
to improve object recognition and situational awareness
considerably. According to Ogunsina [4], systems
employing sensor fusion have demonstrated a marked
improvement in identifying potential threats under variable
lighting and weather conditions, a notable advancement
over earlier reliance on single-source data.

In summary, advanced safety systems that combine
ADAS, rapid hazard detection, and enhanced vision
capabilities are transforming the automotive landscape by
significantly reducing accident risks and improving overall
road safety. The convergence of these technologies not only
addresses traditional safety concerns but also prepares the
industry for more sophisticated autonomous operations in
the future.

CONNECTED ELECTRONIC/ELECTRICAL
ARCHITECTURES

Connected Electronic/Electrical (E/E) Architectures
represents a pivotal element in the digital transformation of
modern vehicles, where the integration of advanced
software and hardware systems is essential for achieving
optimal performance and enhanced connectivity. As
vehicles evolve from traditional mechanical constructs to
highly integrated digital platforms, the demand for flexible
and adaptable electrical architectures has intensified.

Recent development in electrical/electronic (E/E)
architectures has focused on integrating multiple
automotive control functions into consolidated systems
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while addressing increasing complexity in vehicle
electronic topologies. A well-documented roadmap outlines
a progression through six key stages: modular, integration,
centralization, fusion, vehicle computer, and vehicle cloud
computing. Engineers have discussed necessary shifts in
network design, safety, and security, with some further
refining the model by incorporating zone-oriented
approaches. Reviews of in-vehicle network technologies—
such as LIN, CAN, FlexRay, Ethernet, and MOST—have
highlighted both the achievements and challenges in
evolving these topologies, and have explored advanced
modeling and design methods to better support future
implementations.
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Figure 4. E/E architecture evolution [7]

Convergence of over-the-air (OTA) updates, digital
product integration, and enhanced system connectivity
forms the backbone of this evolution, enabling vehicles to
remain responsive, secure, and efficient in a rapidly
changing technological landscape [7] (Rambus).

Over-the-air updates have emerged as a critical
innovation in the automotive industry. This technology
allows vehicles to receive remote software patches,
performance enhancements, and security upgrades without
necessitating physical intervention at service centers. OTA
modules not only facilitate timely maintenance and bug
fixes but also support continuous system evolution,
ensuring that vehicles can adapt to new applications and
regulatory standards throughout their lifecycle. Recent
studies highlight that the implementation of OTA updates
can significantly reduce downtime and maintenance costs,
thus contributing to the overall efficiency of vehicle
operations [5].
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Figure 5. OTA Updates schematic [9]

In conjunction with OTA updates, the integration of
digital products within vehicles plays a fundamental role in
modernizing automotive systems. Digital product
integration promotes product optimization by streamlining
vehicle functions and offering real-time performance
monitoring. This integration benefits both consumers and
manufacturers by enabling more efficient diagnostics,
reducing waste, and permitting adaptive strategies for
vehicle management. For example, digital dashboards and
connected infotainment systems not only enhance the
driving experience but also provide critical data that can be
utilized to fine-tune engine performance and improve
energy management.

Enhanced connectivity is another cornerstone of
Advanced (E/E) Architectures. The communication
between disparate vehicle subsystems—ranging from
navigation tools and infotainment systems to advanced
safety modules—is indispensable for ensuring integrated
performance and facilitating effective diagnostics. Modern
connectivity solutions ensure that data flows unobstructed
between sensors, control units, and external networks. This
interconnectivity supports real-time situational awareness
and facilitates predictive maintenance strategies, as it
allows for continuous monitoring of system performance.

Advanced (E/E)  Architectures embodies a
transformative approach in the automotive sector. By
enabling remote software updates, fostering digital product
innovation, and ensuring robust connectivity among vehicle
systems, this architecture is essential for achieving the goals
of efficiency and resilience in modern automotive design.
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Future research should focus on further enhancing the
security of OTA systems, optimizing the integration of
digital products, and exploring advanced connectivity
protocols to support the next generation of automotive
technologies.

DEVELOPMENT OF NEW
TECHNOLOGIES

VEHICLE

Innovation in the automotive sector is increasingly
driven by continuous technological advancements that not
only enhance vehicle performance but also promote
sustainability and efficiency. Manufacturers and engineers
are turning their focus toward optimizing vehicle
components and systems, leveraging big data analytics, and
adopting virtual testing methodologies to refine design and
operational protocols. These efforts are aimed at creating
lighter, more efficient parts that function synergistically and
contribute to a reduction in overall energy consumption.

Recent developments highlights that the optimization
of components and systems is a critical area where
incremental improvements aggregate into substantial
performance enhancements. As noted by Zhang and Xu [7]
engineers are increasingly employing advanced materials
and design techniques to reduce component weight without
compromising structural integrity. This optimization
process extends beyond individual parts to include the
integration of systems where compatibility and interactivity
between components play a decisive role. The development
of interconnected sensor networks and intelligent control
algorithms further ensures that every component operates in
concert with others, thereby maximizing overall system
efficiency.
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Concurrently, the automotive industry is witnessing a
data revolution, as modern vehicles generate massive
quantities of telemetry data covering various aspects such
as engine performance, fuel efficiency, and driver behavior.
Researchers like Plantec et al [8] have demonstrated that
big data analytics can reveal hidden patterns that are crucial
for improving quality control and operational reliability. By
analyzing large-scale datasets, engineers can identify trends
that inform the design of new components, predict
maintenance needs, and optimize performance across
different driving scenarios. This data-driven approach not
only accelerates the innovation cycle but also enhances
decision-making processes throughout the product
lifecycle.

Virtual testing and quality control have emerged as
indispensable tools in this developmental landscape. Virtual
testing methods enable manufacturers to simulate real-
world conditions in a controlled, digital environment,
thereby predicting vehicle performance under a variety of
stress factors. Such simulations facilitate rapid prototyping
and iterative design improvements while minimizing costly
physical trials. As reported by Schmidt et al [9], virtual
testing has significantly improved the accuracy of quality
control measures, leading to enhanced product reliability
and safety. Moreover, these methods allow for the
continuous evaluation of component interactions under
dynamic conditions, ensuring that vehicles are better
prepared to endure diverse operational challenges before
reaching the market.
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Figure 7: Virtual testing development time [9]
ENHANCED DRIVING EXPERIENCE

The driving experience is undergoing a transformative
shift as modern vehicles increasingly integrate personalized
and responsive technologies that adapt to both the driver
and the environment. Academic literature and recent field
studies have documented that the infusion of advanced
digital systems into vehicles is reshaping traditional driving
paradigms, thereby increasing both the comfort and safety
of the driving environment [10]. One critical aspect of this
evolution is the ability of wvehicles to learn driver
preferences. Contemporary systems utilize machine
learning algorithms to analyze usage data collected over
time, enabling automatic adjustments of various vehicle
settings, including seat position, climate control, and even
personalized route preferences. This personalization not
only tailors the driving environment to individual needs but
also enhances overall driver satisfaction and safety.
Vehicles that adapt to specific driver habits demonstrate
decreased cognitive load and improved engagement,
thereby contributing to a more intuitive driving experience.

In addition to learning driver preferences, modern
vehicles employ advanced sensors that continuously
monitor external road conditions. These systems are
capable of dynamically adapting vehicle performance to
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ensure optimal safety and comfort. For example, real-time
adjustments to tire pressure and suspension settings have
been shown to mitigate the adverse effects of varying road
surfaces and weather conditions. Researchers such as
Soliman and Kaldas [11] emphasize that these adaptive
mechanisms are critical for maintaining stability and
performance under diverse driving circumstances. The
integration of such responsive systems not only boosts
vehicle reliability but also significantly mitigates risks by
preemptively addressing potential hazards.

Another major advancement in enhancing the driving
experience is the integration of wvehicles with virtual
assistants and smart city infrastructure. Modern vehicles are
now key nodes in a broader digital ecosystem, capable of
interacting with urban infrastructure to provide drivers with
real-time traffic updates, parking information, and other
location-based services. This connectivity extends the
vehicle's functionality beyond traditional boundaries,
enabling seamless communication with virtual assistants,
thereby offering a more interactive and engaging user
experience. Vehicles that connect with smart city
frameworks are positioned to benefit from enhanced route
optimization and situational awareness, contributing to both
efficiency and urban mobility.

PREDECTIVE MAINTENANCE AND ADVANCED
DIAGNOSTICS

Predictive maintenance and advanced diagnostics
represent a critical evolution in the automotive industry,
fundamentally  enhancing  vehicle reliability and
performance. This section provides an overview of how
leveraging big data and artificial intelligence (Al) in real
time can forecast failures before they escalate into critical
issues. Recent studies have demonstrated that by
continuously analyzing sensor data from various vehicle
systems, failure prediction algorithms can identify early
signs of component deterioration, thereby enabling timely
intervention [12]. This proactive model minimizes vehicle
downtime and extends the lifespan of essential components
by addressing issues before they lead to catastrophic
failures.
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Figure 9: Deep Learning Framework for Predictive Vehicle
Health Diagnostics [16]

Modern diagnostic systems are now capable of
processing vast amounts of operational data almost
instantaneously, thanks to advancements in cloud-based
computing and big data analytics. Data treatment platforms
facilitate the rapid identification of anomalies by harnessing
high-volume data processing capabilities. This approach not
only enhances monitoring precision but also ensures that
vehicles remain up-to-date with the latest diagnostic
insights. The continuous data stream allows maintenance
algorithms to dynamically adjust their predictions based on
real-time vehicle performance, thereby improving the
overall accuracy of failure prediction and reducing the
likelihood of unexpected breakdowns.

Another pivotal aspect of predictive maintenance is
the implementation of maintenance alerts. Contemporary
systems are designed to generate timely notifications for
both drivers and service centers, ensuring that maintenance
is performed at optimal intervals. These alerts, which are
triggered by deviations from established performance
baselines, help in scheduling repairs and service procedures
before minor issues escalate into major faults. Timely
interventions directly contribute to lower long-term repair
costs and improved vehicle safety, as they reduce the
probability of on-road failures that could compromise
driver safety.

ENGINE OPTIMIZATION, EFFICIENCY AND
EMISSION REDUCTION

Ensuring that vehicles run efficiently is vital not only
for enhanced performance but also for mitigating
environmental impacts. Advances in engine optimization
technologies have enabled real-time adaptations to
operational conditions, improved energy distribution in
electric vehicles, and effective pollutant control. This
section provides a comprehensive overview of the state-of-
the-art methods employed in engine parameter adjustment,
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battery energy flow optimization, and emission reduction,
as well as an analysis of their implications for both
performance and environmental sustainability.

Today’s market, customer and legislations highlights
the importance of real-time engine parameter adjustment in
optimizing vehicle performance under varying driving
conditions. Sensors distributed throughout the engine
system continuously monitor key parameters such as
temperature, pressure, and rotational speed, enabling
dynamic adjustments that achieve optimal combustion
efficiency and torque delivery. For example, adaptive
engine control systems use feedback loops that modify air-
fuel mixtures and ignition timing in real time, leading to
improved fuel efficiency and a reduction in harmful exhaust
emissions.
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In the context of electric vehicles (EVs), battery
energy flow optimization has emerged as a critical
technology. EVs rely on sophisticated algorithms to
manage the distribution of energy drawn from the battery,
balancing the need for immediate power with the long-term
goal of extending driving range. These algorithms analyze
real-time telemetry data, adjusting energy output to
accommodate different driving scenarios—from rapid
acceleration to steady cruising. Li and Zhao [13] provide
evidence that optimized battery management systems not
only enhance overall vehicle efficiency but also mitigate
battery degradation, thereby supporting both performance
and durability over the vehicle’s lifecycle.

Pollutant control and emission reduction remain
central to the development of new vehicle technologies, as
environmental regulations become increasingly stringent.
Modern vehicles employ continuous monitoring systems
that dynamically adjust the operations of exhaust and

emission control systems. These systems integrate data
from multiple sensors to fine-tune catalytic converter
functions and particulate filters in real time, ensuring that
emissions remain within legal limits while preserving
engine output. In addition, advancements in On-Board
Monitoring (OBM) have expanded the scope of monitoring
beyond emissions control to include broader vehicle
operational parameters [14].
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Figure 11. Intention of the OBM concept [15]

On-Board Monitoring (OBM) ensure that vehicles
maintain  ultra-low emissions throughout real-world
operations. This initiative mandates remote, real-time
monitoring of tailpipe emissions across multiple pollutants,
comparing them against legal limits of defined pollutants.
This system requires the integration of sensors and
predictive models that gather real-time data regarding both
emissions and the operational conditions of the engine and
exhaust aftertreatment systems. Such comprehensive data
collection is crucial for post-processing analyses that ensure
continuous compliance. This represents a significant shift in
regulatory  responsibilities for  Original  Equipment
Manufacturers (OEMs), moving from demonstrating
compliance during standardized tests to maintaining
adherence in real-world conditions irrespective of
environmental and operational variables [15].

Overall, these advancements in OBM technologies
aim to enhance the environmental accountability of vehicles
by ensuring they continuously meet stringent emissions
standards, thus contributing positively towards sustainable
automotive technologies.

SOFTWARE-DEFINED VEHICLES

The concept of Software-Defined Vehicles (SDVs)
marks a paradigm shift from traditional hardware-
dominated systems to software-centric architectures that
emphasize modularity, upgradability, and dynamic
functionality. In an SDV framework, the vehicle is



AEA - Brazilian Society of Automotive Engineering - SIMEA 2025

conceived as a multi-layered platform integrating
powertrain and chassis engineering, electrical/electronic
systems, software, and service-oriented components. This
integrated approach leverages both the reliability of proven
mechanical designs and the flexibility of modern software,
fostering a system that can evolve over its lifecycle [16].
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Figure 12. Software-Defined Vehicles [Author]

A critical characteristic of SDVs is their multi-layered
architecture. T. S. Madhuri[16] documents how this design
allows for the separation of core mechanical systems from
the digital software layers, thereby promoting a modular
framework in which each component can be independently
upgraded or optimized. For instance, while the powertrain
and chassis remain robust and stable, the electrical systems
and software layers can be continuously refined through
over-the-air updates and other digital interventions. Such an
arrangement not only enhances vehicle performance but
also simplifies maintenance and facilitates rapid integration
of new technological advancements.

Complementing the modular architecture is the
paradigm of software-driven services. Unlike traditional
vehicles that rely on static features fixed at the time of
manufacture, SDVs deliver dynamic services that can be
updated, enhanced, or reconfigured post-production. This
approach enables manufacturers to offer personalized and
evolving functionalities such as adaptive infotainment
systems, predictive maintenance alerts, and even real-time
traffic management services. As noted by Keskar [17],
software-driven  services transform the automotive
experience by providing continuous improvements in user
interactivity,  operational  efficiency, and  safety
enhancements—all ~ without  necessitating  physical
modifications to the vehicle.

Cost efficiency and standardization are further notable
advantages of the service-defined framework. The shift
towards a standardized software platform allows
manufacturers to reduce production costs and streamline
maintenance protocols. Standardization not only eases the
integration of new services and features but also promotes
interoperability across different vehicle models and
production runs. This level of cost efficiency is essential for
long-term sustainability, enabling manufacturers to respond
swiftly to evolving market demands and regulatory changes
while minimizing lifecycle costs [17].

CONCLUSION

The automotive sector is undergoing a transformative
evolution driven by the convergence of artificial
intelligence, real-time connectivity, and cutting-edge
technologies. By integrating autonomous vehicle systems,
advanced safety features, Connected Electronic/Electrical
Architectures, and service-defined vehicles, the modern
automotive landscape is well-positioned to enhance safety,
efficiency, and the overall driving experience. Each
technology, from sensory data interpretation in autonomous
systems to cloud-based predictive maintenance, plays a
crucial role in shaping how vehicles interact with both their
immediate environment and the broader digital ecosystem.
This comprehensive overview provides clear insights into
how these innovations are connected, forming the
foundation for the next generation of automotive solutions.
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